ADDITIONAL INFORMATION FOR CALIFORNIA RESIDENTS
If you are a California resident, in addition to the Privacy Policy found here
(https://www.free2move.com/car-sharing-washington/privacy-policy-free2move-washington.pdf),
review the Additional Information for California Residents section below for important information
about the categories of personal information we collect and disclose, as well as your rights under
California privacy laws, including your right to submit a Do Not Sell My Info request (i.e., to opt of the
sale of your personal information by us).
1. ADDITIONAL INFORMATION FOR CALIFORNIA RESIDENTS
In this section, we provide additional information to California residents about how we handle their
personal information, as required under California privacy laws including the California Consumer
Privacy Act (“CCPA”). This section does not address or apply to our handling of publicly available
information lawfully made available by state or federal government records or other personal
information that is exempt under the CCPA.
A.

Categories of Personal Information About California Residents

In this section we describe, generally, how we have collected and disclosed personal information about
consumers in the prior 12 months (from the Last Updated date above).
Categories of Personal Information Collected and Disclosed. While our collection, use, and disclosure
of personal information varies based upon our relationship and interactions with consumers, the table
below identifies the categories of personal information (as defined by the CCPA) we have collected
about consumers, as well as how we may disclose such information for a business purpose. For more
information about the business and commercial purposes for which we collect, use and disclose
personal information, please see the Use of Personal Information and the Disclosure of Personal
Information sections see the relevant sections here: https://www.free2move.com/car-sharingwashington/privacy-policy-free2move-washington.pdf.
Category

Description

Identifiers

Includes direct identifiers, such as name, alias, user ID,
username, account number, unique personal identifier,
online identifier, VIN, license plate, IP address and other
online identifiers or unique identifiers, email address,
phone number, address and other contact information,
account name, SSN, driver’s license number, passport
number and other government identifiers, or other similar
identifiers.

Customer
records

Categories of Third Parties to Whom We
May Disclose this Information

• service providers
• advisors and agents
• government entities and law
enforcement
• affiliates and subsidiaries
• advertising networks
• analytics providers
• social networks
• platform providers
• telecom providers
Includes personal information such as name, account name, • service providers
user ID, contact information, education and employment
• advisors and agents
information, SSN and government identifiers, account
• government entities and law
number, financial or payment information that individuals
enforcement
provide us in order to purchase or obtain our products and • affiliates and subsidiaries
services, and other information you provide in order to
• platform providers

order a vehicle, obtain warranty or repair services, as well
as other information about your purchase or lease of a
vehicle.
Commercial
information

Usage data

Geolocation
data

Audio, video
and electronic
data

Professional
information

Education
information

Protected
classifications

Includes records of personal property including vehicle
ownership, products or services purchased, obtained, or
considered, or other purchasing or use histories or
tendencies.

• telecom providers
• internet service providers

• service providers
• advisors and agents
• government entities and law
enforcement
• affiliates and subsidiaries
• platform providers
• telecom providers
• internet service providers
Includes browsing history, clickstream data, search history, • service providers
access logs and other usage data and information regarding • advisors and agents
an individual’s interaction with our Websites, mobile apps • government entities and law
and Connected Services, and our marketing emails and
enforcement
online ads.
• affiliates and subsidiaries
• advertising networks
• analytics providers
• social networks
• internet service providers
• platform providers
• telecom providers
Includes precise location information about a particular
• service providers
individual, device, or vehicle.
• government entities and law
enforcement
• affiliates and subsidiaries
• advertising networks
• analytics providers
• social networks
• internet service providers
• platform providers
• telecom providers
Includes audio, electronic, visual, thermal, olfactory, or
• service providers
similar information such as CCTV footage (e.g., collected
• advisors and agents
from visitors to our premises, photographs and images
• government entities and law
(e.g., that you provide us or post to your profile), call
enforcement
recordings (e.g., of customer support calls), and information • affiliates and subsidiaries
collected from your vehicle (including telematics data).
• internet service providers
• platform providers
• telecom providers
Includes professional or employment-related information. • service providers
• advisors and agents
• government entities and law
enforcement
• affiliates and subsidiaries
Includes information about an individual’s educational
• service providers
history.
• advisors and agents
• government entities and law
enforcement
• affiliates and subsidiaries
Includes characteristics of protected classifications under
• service providers
applicable laws, such as disability information and medical • advisors and agents

conditions and information that you voluntarily include in
your account profile (e.g., gender, marital status).
Inferences

• government entities and law
enforcement
• affiliates and subsidiaries
Includes inferences drawn from other personal information • service providers
that we collect to create a profile reflecting an individual’s • advisors and agents
preferences, characteristics, predispositions, behavior,
• government entities and law
attitudes, intelligence, abilities or aptitudes. For example,
enforcement
we may analyze personal information in order to identify
• affiliates and subsidiaries
the offers and information that may be most relevant to
• advertising networks
customers, so that we can better reach them with relevant • analytics providers
offers and ads.
• social networks

Do We “Sell” Personal Information? Under the CCPA, a “sale” is defined very broadly to include sharing,
disclosing or making available personal information to a third-party in exchange for monetary
compensation or other benefits or value. We may share, disclose or make available personal
information as follows: Usage Data and Identifiers to third-party advertising networks and analytics
providers; Usage Data, Identifiers and Commercial Data about the use of the connected services to our
business partners; and Customer Records, Commercial Information and Inferences to dealers and
marketing partners so that they may use it to market and sell our services.
Sources of Personal Information. As further described in the Information We Collect above, we may
collect personal information from the following sources:
•
•
•
•
•
•
•
•
•
•
•
•
B.

directly from the individual
advertising networks
data analytics providers
social networks
internet service providers
operating systems and platforms
government entities
data brokers/aggregators
business and enterprise customers (e.g. fleet services)
dealers
platform providers
telecom providers
California Residents’ Rights

CCPA Rights. In general, California residents have the following rights with respect to their personal
information:
•

Do-not-sell (opt-out): to opt-out of our sale of their personal information. While we may “sell”
personal information as defined by the CCPA, we do not sell personal information about California
consumers who we know are younger than 16 years old. California residents may opt out of sales of
their personal information by us as set forth below.

•

Right of deletion: to request deletion of their personal information that we have collected about
them and to have such personal information deleted (without charge), subject to certain exceptions.

•

Right to know: with respect to the personal information we have collected about them in the prior
12 months, to require that we disclose the following to them (up to twice per year and subject to
certain exemptions):
o categories of personal information collected;
o categories of sources of personal information;
o categories of personal information about them we have disclosed for a business purpose or
sold;
o categories of third parties to whom we have sold or disclosed for a business purpose their
personal information;
o the business or commercial purposes for collecting or selling personal information; and
o a copy of the specific pieces of personal information we have collected about them.

•

Right to non-discrimination: the right not to be subject to discriminatory treatment for exercising
their rights under the CCPA.

Submitting CCPA Requests. California residents may submit CCPA requests to opt out of sales, requests
to know (access), and requests to delete their personal information through one of the following
methods:
•
•

Online here at codus@free2move.com
By phone at +1 888-625-2549

In addition, you may opt out of third-party tags and cookies on our Websites using our cookie
preference manager, which you can access by clicking the “Cookie Settings” link in the footer of our
Websites.
When you submit a request to know or a request to delete, we will take steps to verify your request by
matching the information provided by you with the information we have in our records. You must
complete all required fields on our webform or otherwise provide us with this information via the above
toll-free number. In some cases, we may request additional information in order to verify your request
or where necessary to process your request. If we are unable to adequately verify a request, we will
notify the requestor. Authorized agents may also submit requests on behalf of consumers using the
online form above; authorized agents will be required to provide proof of their authorization and we
may also require that the relevant consumer directly verify their identity and the authority of the
authorized agent.
Your Privacy Rights Under California Shine the Light Law. Under California’s “Shine the Light” law (Cal.
Civ. Code § 1798.83), California residents who provide us certain personal information are entitled to
request and obtain from us, free of charge, information about the personal information (if any) we have
shared with third parties for their own direct marketing use. Such requests may be made once per
calendar year for information about any relevant third-party sharing in the prior calendar year. To
submit a “Shine the Light” request, email us at codus@free2move.com and include in your request a
current California address and your attestation that you are a California resident.

